
solution overview

SIEM 2.0 for Managed
Service Providers

LogRhythm delivers an enterprise-class platform to managed 
service providers (MSP/MSSP) that seamlessly integrates Log 
Management & SIEM 2.0, File Integrity Monitoring, and Host 
Activity Monitoring. Using LogRhythm to drive your managed 
SIEM practice will enable you to:
	 	•	Expand	and	accelerate	threat	detection	&	response	capabilities
	 •	Deliver	comprehensive	compliance	automation	&	assurance
	 •		Reduce	client	implementation	costs	and	management	

overhead 
	 •	Increase	ROI	while	lowering	TCO
LogRhythm is cost-effective, easily deployed, and scales to 
fit	the	complete	needs	of	your	customer	base.	It	is	operated	
and managed through an easy-to-use, wizard-driven console 
and allows you to invest in a single solution to deliver log 
management and SIEM capabilities to your entire customer base.

Managed SIEM Capabilities
Designed	to	address	an	ever-changing	landscape	of	threats	and	challenges,	LogRhythm	arms	you	with	a	powerful	
arsenal of high-performance tools for security, compliance, and operations. LogRhythm delivers comprehensive, 
useful	and	actionable	insight	into	what	is	really	going	on	in	and	around	an	enterprise	IT	environment.
Powering your managed security and compliance operations with LogRhythm’s SIEM 2.0 platform lets you 
reliably	and	efficiently	deliver:
	 •	Fully	Integrated	Log	Management	and	SIEM
	 •	Advanced	Correlation	and	Pattern	Recognition
	 •	Real-time	Alerting
	 •	Extended	Visibility	and	Context
  ° Independent Host Activity Monitoring
  ° File Integrity Monitoring
  °	Enterprise-wide	Network	Visibility
	 •	Powerful,	Rapid	Forensics
	 •	Intelligent,	Process-Driven	SmartResponseTM	Capabilities
  ° Immediate automated response to any alarm
  °	Optional	authorization	process	to	comply	with	change	management	processes

Advanced Data Management for Multi-tenant Environments
Keeping	your	customers’	data	segregated	without	adding	operational	complexity	and	overhead	or	reducing	
capabilities is a challenge for any service provider.  LogRhythm has industry-leading multi-tenancy capabilities, 
allowing	you	to	protect	customer	data	in	multiple	ways	for	maximum	deployment	flexibility.		A	unique	logical	entity	
structure allows you to provide cloud-based managed SIEM with full access to all customer data, while making it 
easy	to	ensure	that	individual	customers	can	see	only	their	own	data.		For	those	customers	who	require	their	raw	log	
data and archives to remain completely separate from other organizations’ data, any combination of virtual and/or 
appliance-based log managers can be allocated. Each Log Manager maintains its own online database of raw log data 
and controls how and where archives are stored.  Each “tenant” retains its own online data store and archives, while 
discretionary	access	controls	guarantee	that	confidential	event	data	is	viewed	only	by	authorized	users.

Why LogRhythm?

Multi-tenant Data Management

Flexible Deployment Options

Simplified Central Management

MSP/MSSP-specific Pricing Options

Out-of-the-box Compliance Packages
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Enterprise Architecture for MSP/MSSP’s
LogRhythm reduces operational overhead for 
highly distributed environments, such as an MSP/
MSSP customer base. It is easily maintained 
through centralized monitoring and management 
of all components and a highly scalable modular 
architecture	makes	additional	growth	quick	and	
painless. LogRhythm provides you with:
	 •		Hardware,	Software	and	Virtual	Appliance	Options
  ° Rapid	and	Extensive	Scalability
  ° High	Availability	Configurations
	 •	Secure,	Compressed	Remote	Collection
	 •	Easy	Installation,	Operation	and	Administration
	 •		Centralized	Monitoring	and	Management	of	All	

Components
	 •	Multi-tenancy	for	Customer	Data	Segregation 
  ° Segregation	of	Customer	Data	
  ° Granular, Role-Based Access

LogRhythm Labs
LogRhythm Labs’ Knowledge Engineers help 
automate the process of turning raw data into 
actionable	intelligence	with	relevant	context,	
allowing MSP/MSSPs 
to provide enterprise 
correlation and 
meaningful visibility into the entire network. 
You	will	benefit	from	continuous	research	and	
development to provide your customers with:
	 •	Comprehensive	Device	Support
	 •	Expert	Event	and	Threat	Level	Identification
	 •	Intelligent	Alarms,	Investigations	and	Reports
	 •		SmartResponseTM	Scripts	for	Common	Use	

Cases
	 •		Out-of-the-Box,	Up-to-Date	Compliance	

Packages	(PCI,	SOX,	HIPAA,	FISMA,	GPG	
13,	GLBA,	NERC	CIP,	etc.)

Flexible Pricing & Licensing Options
LogRhythm	offers	flexible	pricing	&	licensing	options	for	MSP/MSSPs,	allowing	you	to	develop	pricing	that	directly	
aligns	to	the	requirements	of	your	customer	base.	All	licensing	options	include	advanced	LogRhythm	features,	
including File Integrity Monitoring, Host Activity Monitoring, Geolocation and the Advanced Intelligence (AI) 
Engine. Internal MSP/MSSP-oriented statistics directly align customer usage to billable output.

By Log Source
•		Priced	per	individual	log	source	

(application event log, network 
device syslog stream, etc.) 

•		Map	directly	to	LogRhythm	pricing	
to differentiate offerings based on log 
source types

By Device
•		Tiered	pricing	for	high,	medium,	and	

low log volume devices 
•		Map	LogRhythm	licensing	to	fit	a	

pricing model sold to end customers 
per managed device

By Log Volume
•		Tiered	pricing	for	licensing	directly	

mapped to log volume consumption 
•		Map	LogRhythm	licensing	to	a	

volume-based pricing model for end 
customers

* Volume discount tiers are offered based on a monthly commitment level.
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